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ZERODIUM Payouts for Desktops/Servers’ =

Up to Win RCE
SETREED . Windows RCE: Remote Code Execution era Click
. macOS LPE: Local Privilege Escalation
I Linux/BSD SBX: Sandbox Escape or Bypass
= Any OS VME:Virtual Machine Escape a0
Up to rome Apache
$500,000 RCE+LPE ACE

znoa ]

Up to k MS Exc: OpenSsL
$250,000 RCE

‘8001 "N 5002 ~ apoz ~
Up to VMware ESXi ll Thunderbird Sendmail
$200,000 VME RCE RCE
Win/ Linux

2002 & B 3008

Up to Safari Edi Firef
$100,000 RCE+LPE E RCE+LPE

Up to
$80,000

Up to
$50,000

7006

Up to

Antivirus vBulletin Roundcube
$10.000 LPE RCE RCE RCE RCE RCE

win, Linu| i)

* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective owners. 2019/01 @ zerodium.com
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ZERODIUM Payouts for Mobiles’ O

Up to Android FCP
$2,500,000 Zero Click

FCP: Full Chain with Persistence . 05
RCE: Remote Code Execution  Android
LPE: Local Privilege Escalation . Any OS
Upto SBX: Sandbox Escape or Bypass
42,000,000
e
SR Zero Click
105/An¢
Upto WhatsApp SMS/MMS
$1,000,000 RCE+LPE RCE+LPE
105/Androkd
~N N zon b
Upto . WeChat Telegram Email App Chrome Safari
$500,000 RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE
105 /ANAroK [l JAndroid
Up to Baseband LPE to Media Files Documents SBX Chrome RCE Safari RCE
$200,000 RCE+LPE Kernel /Root RCE+LPE RCE+LPE for Chrome w/fo SBX afari wio SBX
ndrold| 105 JAndroK Andioid)
A
Up to Signing LPE to Information [k]ASLR Passcode
$100,000 £ System Disclosure Bypa: B
o Android) 108 /Ardrok 105 /Andro
* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective owners. 2019/09 © zerodium.com
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Virtual Machine Settings

Hardware Qptions
Device Summary Device status
E=]Memory 2 GB Connected
-} Processors 2 Connect at power on
L=} Hard Disk (IDE} 20 GB
CD/DVD (IDE) Using file C:\Program Files (... Network connection
e Netviork Adapter NAT () Bridged: Connected directly to the physical network
USE Controller Present Replicate physical network connection state
&]» Sound Card Auto detect
Serial Port Using named pipe \\\pipelc... (@) NAT: Used to share the host's IP address
DD\Splay Auto detect () Host-only: A private network shared with the host
() Custom: Specific virtual network
WVMnetd
() LAN segment:
LAN Segments... Advanced...
Add... Remove
Cancel Help
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Vmware (gjlxe opile 4 (slaio Sload 0dy9l pj Cuond )3 &5 glas sy Cund (Jlio lgie
"
—  HKLM\SOFTWARE\Vmware Inc.\\\Vmware Tools
- SYSTEM\CurrentControlSet\Enum\SCSI\Disk&Ven_VMware_&Prod_VMware_Virtual_S

- SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\root#vmwvmcihostdev
- SYSTEM\CurrentControlSet\Control\VirtualDeviceDrivers

Lad algS wles o by b8 opl 3939 a5 sitwas VirtualBox (gjlbxe cpile 4 3late o sl b6 L

J_:ax)...wcw‘ AW 1)%1 sl O] )deub.gu

- C:\\WINDOWS\\system32\\drivers\\VBoxMouse.sys

- C:\\WINDOWS\\system32\\drivers\\VBoxGuest.sys

- C:\\WINDOWS\\system32\\drivers\\VBoxSF.sys

- C:\\WINDOWS\\system32\\drivers\\VBoxVideo.sys

- C:\\WINDOWS\\system32\\vboxoglfeedbackspu.dll

- C:\\WINDOWS\\system32\\vboxoglpackspu.dll

- C:\\WINDOWS\\system32\\vboxoglpassthroughspu.dIl
- C:\\WINDOWS\\system32\\vboxservice.exe

- C:\\WINDOWS\\system32\\vboxtray.exe

- C:\\WINDOWS\\system32\\VboxCon
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VirtualBo
B00L bCond
* ccFilesOfVBox[20] =

(size t i =8@; i < {ccFilesOfVBox) / {ccFilesOfVBox[@]); i++) {
(FileExist(ccFilesOfVBox[i]) != ) {
bConditionO+fVBox = ;
bConditionO+fVBox;

bConditionO+fVBox;
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Analysis Guests

A clean environment when running a
sample.

The sample behaviour is reported back to

Cuckoo host the Cuckoo host.

Responsible for guest and
analysis management.
Starts analysis, dumps traffic
and generates reports.

Analysis

( Virtual network ()

Virtual network

Internet / Sinkhole An isolated network where
we run analysis on virtual Analysis VM n.3
machines.
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Milad@CKL:~$ apt install python python-pip python-dev libffi-dev libssl-dev

Milad@CKL:~$ apt install python-virtualenv python-setuptools

Milad@CKL:~$ apt install libjpeg-dev zlib1g-dev swig

Milad@CKL:~$ apt install mongodb

Milad@CKL:~$ apt install postgresql libpg-dev
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https://ssdeep-project.github.io/ssdeep/
https://cuckoo.sh/docs/installation/host/requirements.html
http://ssdeep.sourceforge.net/#download
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S uad 365 il (89 2 )
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Slp il o3 S cal gyl elswbls g5, 1, python-dev , g++
apt-get install g++ python-dev | ss cudS LabolsS ol coas

S |l

Milad@CKL:~S apt-get install g++ python-dev
Milad@CKL:~$ tar zxvf ssdeep-2.4.tar.gz
Milad@CKL:~$ cd ssdeep-2.4
Milad@CKL:/ssdeep-2.4S ./configure
Milad@CKL:/ssdeep-2.4$ make
Milad@CKL:/ssdeep-2.4$ make install

U8 Lol S cuas Joleasbobo gy o |y pydeep c)libls 5 atus A5l 0 SSAEEP s |
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Milad@CKL:~$ sudo apt install build-essential git libpcre3 libpcre3-dev libpcre++-dev

8 /opt asy 31, pydeep) aus clone s il 4 1) pydeep (gl5sle 5 atw alys o Jb
S (0,5 g s |y ol Coles 3 g (A

Milad@CKL:/opt$ git clone https://github.com/kbandla/pydeep.git pydeep
Milad@CKL:/opt$ cd pydeep/

Milad@CKL:/opt/pydeep$ python setup.py build

Milad@CKL:/opt/pydeep$ sudo python setup.py install

Yara cl58l py di caas 4 ks byl (ganaied jlaie 4 Pydeep (s,l58l gy diwy qans
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https://github.com/plusvic/yara/
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95 21y 6)lp 5 din ol Wlg5 om ) sl 2 b 0S54 1y (6133l 5 4 o) Download ZIP
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s L build.sh (sl s bl 03,8 cuns 365 Joledilolo (g9, 1) liDtOO] al5ulis” L s

g 9) 42 9)

Milad@CKL:/opt$ sudo apt-get install libtool

Milad@CKL:/opt$ sudo apt-get install automake -y
Milad@CKL:/opt$ git clone https://github.com/plusvic/yara/
Milad@CKL:/optS$ cd yara

Milad@CKL:/opt/yara$ sudo In -s /usr/bin/aclocal-1.11 /usr/bin/aclocal-1.12
Milad@CKL:/opt/yara$ ./bootstrap.sh

Milad@CKL:/opt/yara$ ./configure

Milad@CKL:/opt/yara$ sudo make

Milad@CKL:/opt/yara$ sudo make install

Milad@CKL:/opt/yara$ cd yara-python
Milad@CKL:/opt/yara/yara-python$ python setup.py build
Milad@CKL:/opt/yara/yara-python$ sudo python setup.py install

I 0y o Gy 55 (b by il g (b gy &84Sl Sl gl el gl piomen
Gleyd 5l asles o (6y38le 5 dtun opl coai jglate 4 .cusly aalgs tepdUMPpP ())5éle 5 dtns cuas 4
A4S eolawl 5 Cromd D 04 03)91

Milad@CKL:/optS$ sudo apt install tcpdump

o yawd o 4 5L sy )8 oolitwl 390 9 LS 1l 1y tepdump salgsy (51wl S5 LU
o b 95 |yl Ay oo yiand ek b 55 oatlis i Lo aSolonl Lol ciuils sunlgs FOOT |
S ool ;5 leyd 5l ailes o yelain iy dS oS palal (uSeid ol clblB SO LT g0l LB

Milad@CKL:~$ sudo groupadd pcap

Milad@CKL:~$ sudo usermod -a -G pcap cuckoo

Milad@CKL:~S sudo chgrp pcap /usr/sbin/tcpdump

Milad@CKL:~$ sudo setcap cap_net_raw,cap_net_admin=eip /usr/sbin/tcpdump

S Bdal i leyd sl edlatwl b 1y OT Slpl 4 wilgs o YU Comd loyd gl l 5
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Milad@CKL:~S getcap /usr/sbin/tcpdump

L 2l e lod S5 i | CAP (g)l38lp 5 (sloatuy dsgacme 395 Joloailbols (g9 2 ST (yizzen
S i 35 Joledibols g9y 2 1) ol 25 oloyd 5l oolinl

Milad@CKL:~$ sudo apt-get install libcap2-bin

5 o 4 Cug il pladl 4 i Joloailolo )3 1) babolis (g5 5 cuad &S0l 51 G

Dy o bise Joledilbolo (g9) 0 895 b (g00,S0

O 3D aupled 395 (ljee Jelelbol (g9) 52 959 (b S g cual o dlspe )
ol ly 5 (bt sl S5 BB andl aiS Jlio 1y 5 5 oad 0391 slaplS CundlS jolaie
I3 walod J1E cwy 3j90 1y B9y 93 2 Ll 3 Lo a5 5,8 (5llely 5 cuad g, 95 )b
@ dlgi oo yokate (pdy S Dbl 1y 5568 b (6l 8lp 5 dtn Tl sl Lo leds ol (g, 5
Sl 5w 9 gy (http://www.cuckoosandbox.org/download.html) .l
s9bls 1y o Download Cuckoo 4sSs g9y p KIS b s (g))35)b o565 bdns dobily aibo
ey sl ) ol (saySg T8 s 9 08
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Milad@CKL:~$ tar -zxvf cuckoo-current.tar.gz
2l S el 1) o an)Sy oSl 5l g8 sl z) 0pid cdls 1) oSS a4l I s
Cuand (pl )3 S (gilWlol) 5 cuad (gilme uble 59y 2 ) )8l ol il e b lage Jolealobs
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Milad@CKL:~$ sudo dpkg -i virtualbox-4.3_4.3.12-93733~Ubuntu-~raring_i386.deb
Milad@CKL:~$ sudo /etc/init.d/vboxdrv setup

See 4 ol oy p loge Joledilols (gjluslel, 51 LS Virtualbox jljels 5 coas ai] b plesl 5l ax
S s gyl S g Joledilobs (g9 521, VDOX jalys il simlgs 5L e g5lome Joleailobs
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Milad@CKL:~$ apt install linux-headers-$(uname -r)
L1y vboxdrv sy o cusibe, plesl a1y 393 g5gsg) (S g Joleailobos (clayiny cunas a8l 51 amy
S cuad (Solo & 0 les I eslatl

Milad@CKL:~$ sudo /etc/init.d/vboxdrv setup

* Stopping VirtualBox kernel modules done...
* Recompiling VirtualBox kernel modules done...
* Starting VirtualBox kernel modules done...
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Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual g,
machine and select the type of operating system you ‘“

intend to install on it. The name you choose will be used \
throughout VirtualBox to identify this machine. s

Name: |cuckoo1 |
"dE f

Type: | Microsoft Windows . "‘ﬁ

Version:  Windows XP (32 bit)

Hide Description : | Next> Cancel

sibre (bl (sl pb el VY g

lp aSs bly G Wb S b, Virtualbox ooy p 1) 398 lege Joleaslobs asiol 5 L3 Lol
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390 3ilg3 oo ylogee Joledilob bawgs o cainaSius £95 ol ow23,S (owyp |y ool VMWare cows 5
._\.3).5 )‘)3 D.)l.é.u»‘

o> a5 Um0 &) L & ) oguaste cubls G Virtualbox «s (can S gyl 5l plas pa
I, Virtualbox cus aSus clacdls glgl aw)p uad Lo bxia] )3 g oo sl 5l il o 5L
ol 4 Wlg e dne;  opl i oledbl S jebie 4 bl el

A8 g9, http://www.virtualbox.org/manual/ch06.html
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S8 Jeles (anly 4 1500 S b Wl e plere 5 ljee Joleilols cganass

bl ], Preferences... 48 (uw g 29y bl (soi0 4 il (104805 9 cnl (25 sl
ol jolate 4 g Lg Network s 4 Virtualbox clebs asin fuis 5b 5l ju coles y 068

A S o ki ) pgeas jd oS gl 4SS (g9, p HOSE-ONY e 4 Laly G 038

ceneral Network

INpUC

Update Hostonly Metworks:

Language

Display Add host-only network (Ins)

EOe@E MW

E

Extensions

ae

Proxy

Select a settings cateqgory from the list on the left-hand side
and move the mouse over a settings item to get more
informaktion.

Help Cancel | oK
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J)L 3)19 Settings u9§v1 Sy P c_g...lf L U 9 c.A.n.ZS ul.’x...:‘ Virtua|bOX u.Lo‘ Ao )9 ‘) UT
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™™ cuckoo1 - Settings

:' E General Network
| [ System
Display Adapter 1 | Adapter2 Adapter3 Adapter 4
=
| Storage & Enable Network Adapter
| B Audio
| & Network Attached to: | Host-only Adapter <
& serial Ports Name: | vboxnet0 -
| & usB P Advanced

| & Shared Folders
]

Help cancel | | 0K

4 Hguldl Slandas VY ) guns

15155 o0 2315 eI VIFtUAlbOX (g9, 2 1y lage Joloailob 4 gty Sy a3l g cpguo p15 50
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Local sl g9y 2 o)) 5l o 292 Network Connection . 5 Control Panel «
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Internet Protocol (TCP/IP) Properties

General |

Y'ou can get [P settings assigned automatically if wour netwark, supports
this capability. Othenwize, pou need to ask your nebwork, administrator for
the appropriate [P zethngs.

(") Obtain an IP address automatically
(%) Use the following IP address:

IP addiezs: | 192 . 168 . 56 .1

1

0
0

Subret mask: | B . 255 . 255

Default gateway: |

(%) Uze the following DMS server addresses:
Preferred DMS server: | . . . |

Alkermate DMS zerver; | ) ) ) |

I ak. H Cancel ]

XP jgag 4l (40)Sy VY 9
0351 Jgd (358 Ghgals (sl aiST gl 1) XP jgsing Jeleailol (5T )l 1L L p oz ¢80
0y 5d L S SIS Windows Firewall (o, 2 s 9 229 Control Panel 4 lux

A8 ol |, Off(Not Recommanded) 435 g o 5L oS was
IP ol PING jgid 5l oslitol b lsme cpwlo 1 s, (igels |y Joleailobns 5T lg0d asCl 51 am
J30 51 e 9d §raual bl ()8 coo b asS PINg 1y woly olas! il opl & &S

1) 503w rudly dle 93 5o aSil 1y S PING 1y (lse cdle 1P oyl (g3l il
gy ey dls o 4y Wlg3 o S PING oy

homeland security el gle—S
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Ologo g YL juo Jolsdibobuw (o (SSI il oulugs Sy (g5 1516l

0L led 1l (e Joleaibole o plage Joleailebs e STyzsl adey K (gjlulel, johaie 4
Install Guest Additions (¢, » Devices (cow jl w3 1S 39, |y loge Joleailobs
lod Colis o b g s ot Joleailols g5y 5 VIrtUAIBOX (g,l38lp 55 clading b a8 SIS

8 bl (S1yndl adg o ol 5 Olage Joleilel o S5l5

cuckoo1 [Running] - Oracle VM VirtualBox
The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not needto (@8

eﬂack Q- ¥ /.—\fSoarch || Foiders | [T71]-

Detaoricr s Welcome to the Oracle VM
VirtualBox Guest Additions 4.3.12
Setup Wizard

This wizard will guide you through the installation of Oracle
WM VirtualBox Guest Additions 4.3.12,

[§] Create anew
connection
Set up a home or sm
office netwark

@ Change Windows

Firewall settings

§ It is recommended that you close all other applications
before starting Setup, This will make it possible to update
relevant system files without having to reboot your

See Also computer.

1) Network

Treiiblechootar Click Next to continue,

Other Places

(@ Control Panel
g iy Network Places

.-

IN
&) My Documents AN

W My Computer

| Mext> ][ Cancel ]

Details

Network Connections
System Folder

{ i) Take a tour of Windows XP

and then click Accessorles,

To learn about the exciting new features in XP now, click here,
To take the tour |ater, chck All Programs on the Start menu,

x

r',’ start *s Netwark Connections ¥ Oracle ¥M VirtuaBox ...

VirtualBox )13l cuas lase 110 g5

B®@aT @ BRightctr

by Sy g Sey pslaie 4 y3)S s |, VirtualBox (s)lidle i sladiun 4l 5l g < Jb o0l b
P ) S s |y o5 o 3 0ad 039l (slaplS Wil oo ljee 9 Gloge Joleailobes oy STyl
IS yolate 4 g gy DeViCeS (sgio 4w (3luslel) XP jouisg Joloailolw 4l 51 sl

A8 SJS Shared Folders ¢y, p (givg]) biwe Joledilols 9 XP josing cpo (Sl adgy

homeland security
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CEEEL T ] TF

80P G Erightctr

Shdl adgy a0 S0 N gl

odd o3> (LS 5 pgas > &S 00 & Add Shared Folder ;50T (5, 2 9o pIS 55 Lune

33y 515280 gy Sodis i 2 b 25 S

wWindows-cuckoo - Settings

General
System

Display
Storage

Audio
Metwork

serial Ports
use

Shared Folders

LUV OEER

I

Help

Shared Folders

Folders List

Name Path
Machine Folders
Transient Folders

Auto-Mount | Access ||

Add Shared Folder (Ins) B8

Adds a new shared Folder definition.

oK

Cancel

VirtualBox ,» STyl ddgy (i )So VY o guns
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algs > ol 4 ) JSS 4 clasis w3,S SIS Add Shared Folders (g, a0l 5l

Obise Joleailobs 13 dunlgs o 48 (cladgy yumo FOldEr Path cuud ;5 1l s asio ol 55 .0l

a5 00 S e Sl ade ly pb 6 Folder Name cud (5 9 4,13 Syl 4
L —

S General Shared Folders

[ system

@ Display Folders List

@ storage Name  Path Auto-Mount Access | (@
» Audio Machine Folders

& Network Add:Shace

¢ serial Ports Folder Path: | [@'home...uckoo/shares |

& usB

Folder Name: |shares

[ shared Folders

[ Read-only
[ Auto-mount

[ Make Permanent

Cancel OK

Select a settings category from the list on the left-hand side and move the
mouse over a settings item to get more information.

Help Cancel OK

S5 > g 355 Canly SIS My Computer (gg) g 258 ologe Joledilol 31y cany p57 5
Map Network o, aSol 5l s 008 Glsesl |y .. Map network driver 458 595 0 5L &S
bl (STl ade b Jolbs jolaie a0 1y gulys G Drive cuwd (6905b 9wy i 5L Driver

S )l 1y 4 s Sl Adgs e FOldEr s j3 g uus

S sy a4 b sl o wud S Ml L8 cuond > (Syil ddgy 4 oS ol S s a5 pl
ol Iy shares sb S1ysl abg ol b dls o ;3 a8 ool j1.00,5 ,1,38 0 cuddge b b3, B 54
Finish (coy y L 5 03,5 5)ls \\Vboxsrv\shares s a1y o (oyol cuond ol )3 3,8
D98 )l b5 B o8 (o0 SIS
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Zobl gl S ngyp bleablle My Computer 4 4 438 SUS Finish gy p 4S5 am
Shydl adg b ol yiws & ool 33 gulpd (pl cunl oais 0349381 Joledilobw ay 457 5,8 unlgs onmlice
Wlgs oo (Solw 4 dm 4 ol 5l b azsliS Shsl a ]y o (Ubuntu) b seile p bad a8

S a s bl Jelealols 93 cpl

Oracle VM VirtualBox

cuckoo1 [Running] - Oracle VM VirtualBox

2 My Computer
Edit View Favortes Tools Help

File
(€ e 2 " /,"Search || Folders @v

ddress | i My Computer

Files Stored on This Computer

»

System Tasks

[ﬂ Yiew system Information | /’ Shared Documents /’ Milad's Documents
Q Add or remove programs l {
G Change a satting

Hard Disk Drives

Other Places

v Local Disk (C:)

\:* My Network Places
D My Documents
() Shared Documents Devices with Removable Storage
G Control Panel
<

. ‘ VirtualBox Guest Addtions (D:)
AT

Details A

shared on ‘vboxsrv' (2:) Network Drives
Network Orive

File System:
VYBoxSharedFolderFs

Free Space: 168 GB
Total Size: 183 GB

CHEREEICELIT:

gOp@Ead ® @ rightctrl

STyl gl ol gy N g

Joing) Olete Joloailobs 5 0l Lo bo channd (] 53 sy o0 plagee Jolodilolis (g0 S & g
4 Sl jolate (s orlS i ) ol ol ol 5 dt (gl o Sl (gl jglate 4 (XP
jodng sy 1) Python 2.7 asws bl jl 9 a4, http://python.org/download s

MWCRRINH

s S5 sl o S s ekils 1) YV aseus Lo S il andls ax 5 1 s

e ABENL.PY o Sl Aol 5 pas S ez |y O pl glaaseus

homeland security el gl—5
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390 Sl sl jslaie a ]y ce8 I3l 5 i Wl b (0l nl Sl cuas I

— Microsoft Office 2003/2007
— Acrobat Reader 9.5
— Mozilla Firefox 3.6
oolitl b 1S e lage Joledilbobs 4 1y 658 iddus ABENL.PY L bl dey dbs o )3 s
Aaady el 1) )18l ales e 2 le s )

Milad@CKL:~S cp /opt/cuckoo/agent/agent.py ~/Desktop/shares/

1S Jaze C:\\Python27 g 4 1y agent.py L6 ol 15 g wgp olote Joleailobo 4 s

S dwd e i PYW 0 1 05nl b K b L &S ala s T
WJlie Ol s a4 s o Siles |y Joledilobo J guniS amin 53 |, ol a0
S As dals 3L S amio S eS|l 1 agent.py LB L S|
a ol SHUl s 5lS s a by g Sl gl sl 700
Lol g5 edalie me@ﬁw\ﬂ\j%w el x5 agent.pyw

3 S

oo 4 1y AGENE.PYW L1 ¢ b &0 4 STArtUP ;5 oo Sl cpl slynl jolate 4 amy p8 o
C:\Document and settings\c3phalex1n\StartMenu\Programs\Startup

=

homeland security aiel gl—5
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Joledilobo 39 Jls )3 (cloolS s olod b uS |n! XP jeu09 Joleailelo Command Prompt

Lgd 03l iules

M @ cuckoo1 [Running] - Oracle VM VirtualBox
ot Select C:\WINXP\system32\cmd. exe

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Milad>netstat
Active Connections

Proto Local Address 1 State
TCP .0.0.0: .0.0.0: LISTENING
TCP 14 : LISTENING

TCP
TCP
UDP
UDP
upp
UDP
ubp
ubp
UDP
UDP
UDP
ubp

LISTENING
LISTENING

COO0OO0OO0OOH OO
DOODOOOUODO

ol
Shh o O -
Co Do 0o 0o

1123
1137
1138

1:1900

C:\Documents : Settings\Milad>

Tistan [Tz

r—. Ci\Python2? e\ Select C\WINKPisyst.., %N 2
BRsPEET @ @ rRightctrl

Asee Oygp 29l IV e o guas
ol ol 48,5 1B Listening b g sgus clls (g9 p Avee 05,5 a5 0sS o odnlie YU pguas 4
3o L dm p18 50 000 Ll e pd 4 cwl dwslyy aBENT.PY o Sl &S cuwl opl 5l (S adge
5 ookl b1y bise Joleaibobo ol e S)le 4 b Ip forwarding o (o )l38 5l aclgs 5,0
Joleailolis JUo 5 )3 15 o5 Cunnnd )3 0 03,51 (el b CaandlS” pslito ooy 43S (5005 ptables
55 2] g5l

Milad@CKL:~S iptables -A FORWARD -o ethO -i vboxnet0 -s 192.168.56.0/24 -m
conntrack --ctstate NEW -j ACCEPT

A [alpod Liss A



Milad@CKL:~$ iptables -A FORWARD -m conntrack --ctstate ESTABLISHED,RELATED -j
ACCEPT

Milad@CKL:~$ iptables -A POSTROUTING -t nat -j MASQUERADE
Milad@CKL:~$ sysctl -w net.ipv4.ip_forward=1

XSy 4 Cagh 0,8 (s)S g odbol |y 58T (bl eolatal Sl S Jolpe oled &8 b
Py (0 9595 (Sbden 365

Qe (52,8 pU Sy ol

odliwl 3505 6)8 pb G 5l L dgd ol (60)8 b 5l sl o CUCKOO isaues I odliwl (¢lp
09)5 gae 5> )8 pb S gl S bae I edlatul (gl 0sdce dxnwg ojlgen Lol LS
Loy (62,8 Al doljan 09,5 ol 3 1y (bdgs Lol (6,8 pb 11,55 .08 edlizw! VbOXUSETS
4 ey plol Joleaibolo )3 1) adyy s glo Sllos il god ;503 5 3550 g1 SUdoeTrs
S Jid 1) 5 Caond 53 01 0350 o jd e (6 )l b S Bl jolate 4y (Jl> o
Milad@CKL:~$ sudo adduser cuckoo
S 1y s 5p)lS Pl oS oo o3l (g jlussle yobaio 4 VirtualBox j o 4yl
Cond 3 015 03)9] ()loyd I 3l o 41 ol plosl pslain 4 elsin VDOXUSENS 095 4y 1) 03439

S oolawl s 5

Milad@CKL:~$ sudo usermod -G vboxusers cuckoo

Ay asldl 1) 6568 s Al )3 Wil o Vb Ceond 4D ol 03y5] slaclles plogl I am

3l 1y T A b b candlS )15 ol IS ol &l 5555 g Sl dliz g o sy
) ol alsn b syl gyl 03, <l 1) ol (g Joleailolus Sl cols e G 50 s g 2455
ol bl S8 e 2)90 1) (bl o) 9 35k1 0950 Lo it s 13 ool 390
03 i3 s 5l g madd (o )13 /OPL/ adgy 1) o ¢ cdbann opl 5l ealatul jelaie 4 bxul o Lo Jbs
bl quands )15 oy 2)90 |y (b oyl 5 oolisl AT )5 ulgse a1 U Ll ol o0 )5
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sl bl wyp & Cowd cpl 0 D ek a4 ol dldly s L;il-*-“’] C)T sdoSe s bl
By el (b cnl S

cuckoo.conf gauSuy Juld

bl i b il o Lo < Jlio plgie 42095 00 o8 oS (b by (010)S lela Juls 16 (]
Sl a5 g o 12l )l o a5 sl jeme |y 6555 (s (LB (nl 3 39290 Claddal )3 (3,8
Cogo & 1) Ghhe a5ws o8 abawe oS odlitul (Shy ol I Lad ST ey ] (B398
) 5595 (bdem (gou8 &s Alyi e Lod (ppizmed an3 o0 )18 o3l 3)90 5 WS (0 3kl 5305
2 Sl @ lgie ) 3lse cnl (goled &5 0 Bl b )5 oSS i (59 32 (Sl Joy 4 5

A8 o 60y hB

<machinemanager>.conf s jlzoguiilo (535 3o Juld

5 Ggpmo glajlscsibne b Jolos bl 5555 bt (285 15 s 390 sty o jshailon
oS 39 g0 Joli (oan, K0 b1 <SG oyl 5l oS o (ol 93,00 1) o, ¢ Virtualbox VMware

29 g0 malaid jlucslne ol b S8 ibane Jolss 096 ]
Sloalas wo)ls 5l ks plply (oS o odlatwl Virtualbox jlujlre jl b cwowd ol
8 ialig 390 1y ) )3 39390 Slaudais 3¢5 p3Y )51 g wuddy )3 w390 |, Virtualbox.conf
cdls y Virtualbox jleejlxe oS 68 b j oslaiwl plKin aunlgd o ST¢ o olgis 4 .outrts

L a8 BUI L ply (a8 LB ool o 1) mode jlide bib & cundls’ 05 |l (SIS
2lply mode jlade wb wes Il fl,d ki b Virtualbox &5 sl 51 W SHb
Al 5,8 headless

Virtualbox U ¢S s Jobs cleas Jols virtualbox.conf Ll (IS cls

36 S5 > oS Cjge dr yls dg2g b cnl )0 &5 gun S slajiell (ol imen 58 o0
) 3 ,Skae 0556 b g sty 51,5 aalllan 3y90 |y Ll (5ol o wlg5 oo Lo 48 ot (gjlwtitune blé
e Ll o 2ol

homeland security el gl 5
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lkaipod

(b S ke VIrtualbox jlucsile 3 olege Joledilols coni plKin ;3 a8 35 ol 4 ¢ pion
b 5l okl pln )3 155 S dr g s oo polaidl plage Joleailols 4 &5 (ol 4 b

2 a5 S35 ), T 0l 5
5 cuas WindowsCuckoo pb L ;505 slape Joledilbobn G b a8 08 jgad (e lgis 4
5555 e &y age ool plsis 4 Joloailels el 5l menlys o Jlo -l 03,5 53150,
L nano b Silpe S b1y virtualbox.conf s Ko b ) jolate ops ouiS odliwl
o3l 390 (gbre pmiblo dwlid 4 aag) (oo [CUCKOOTL] duslids Cannd 4y s g oS o0 5L VIM
eb LIy label gl jhde [cuckoOl] cwwd 3 L Cwl ¢S sddms lawy
905 43 &S laiges W5le ouiS oo pulal e bo yloge Joleailolus pU a5 WindowsCuckoo

Gl 045 03)9] Y

[ cuckool]
# Specify the label name of the current machine as specified in your

# VirtualBox configuration.
label = cuckool

MBI glsee ibregmile pU VY o gas
oolaiwl jolaie 4y ylage Joledilobs flais a1y pa (6,500 (sl Joledilobw pulesn STl S5 LLS
Cuod 1D 20,5 cual &S Joledilobu slasd &y CaundS cpuiS (g5l0loly 9 cuad o568 idrs lawgs
S BB 1) ol Sl g ek polanl wls G plS a4, machines )l

oS w5 virtualbox.conf

i sl plare Joleaibolo plyie 4 1) can joang Jolealbols o puplose )51 Jle Glgie 4
» Windows7Cuckoo sile (ol b1y cin joang Joleaslobo lan) oS (gjl0iloly 9 cuns oSS
oS o sy g cuas Virtualbox o,

awlis o Mmachines il )b 4 sy plodl & can jodng Joleailolo (gjluiloly § cuns 4! 5

alids b s Coond K aBlis Cyso 4 e -wiliie LU MiladSample b L sas

homeland security el ol
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b o Windows7Cuckoo ,luis label jol)b 4 o 3 g o8 0 bl [MiladSample]

# Specify a comma-separated list of available machines to be used. For each
# specified ID you have to define a dedicated section containing the details
# on the respective machine. (E.g. cuckool,cuckoo?,cuckoo3)

machines = cuckool, MiladSample

[MiladSample]
label = Windows7Cuckoo

318 Gljee WINAOWS 7 (gjlomeiile pb VY g

2 ol 53 s oS oozl loge Jeleaibole olsic 4 on Jeleailobs ol 5l wsilgiie 0§
ol 20 S b TCP IS5, 8000 o155 byl aaiS o (gjlilely Lous a8 Slage Joloaslolus
b B Al 00 oulats o8 oS g Sy B )5 o] ool IP iz 5 050 5L o 55, » Cuckoo

Ay 58 oy 3y90 Joleailob ] by 1y Jl380 53y § 35 Juate o & gty oSS

2 9 Jd san Sy 1) 68 cban S sla Jgile plod dad o ol Lo 4y (600, L1
A8 bl BB cpl ) (s g Cans L Jgeme cls 3 S e

S¢S dds bwg 536 555 Wle leMbl oLz conf/reporting.conf ouu S b
5 25 plodl J) ey Wl Lo &5 0980 (55155 slo g5 5 Lo gy Jold LB () 55 e
530Sy M 5 Sl ol b o8 Jlo a8 oolitl Ll 31 5558 b Loy 16 Sy Julos
kot S ST CUCKOO 31 o2l L 1y 381y S, oo ol o ey ] o558 iieen

S S 1y 5 53 0 02y9] (sl IS

4, Snapshot S lage Jeleailels 5l Wl oSsS idaue I olizul ol o5 o
28 1l Jiao 5 33 1) 1) Cuonad 53 05 8351 3o s CnadlS ¢ logo oledilolus 31 43,5 Snapshot
29 48,5 Snapshot G lege Joledilols 51 G

homeland security el ol
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Milad@CKL:~S$ vboxmanage snapshot "cuckoo1” take "Snapshot1" --pause
a5 ol g Virtualbox Luswe 4 o, L1y, cpl foleyd bd  ogMe wilgs o Lows 4l
Subndy pbsl 93 eSol (69, SIS Snapshot

X Oracle VM VirtualBox Manager

@ W & o
W We ~> & Details | @ snapshots (1)
New Settings Start

CHCCERE

| —
- (& snapshot1 (17 houw

@ Current State (changed)

Clone the selected virtual machine )

Snapshot 4,5 4 VirtualBox Ly Y .05
2 0 0356 lojd s 9 g2 () il o 4y CendlS (S S by (gl jlaio 4y g P
23,5 Wy l38l0 o oolel g 3gu5 1a] ¢89S s B a8 1yal 1) 135 Cromad
Milad@CKL:~/Downloads/cuckoo$ ./cuckoo.py

plo g o ) Linles 4 o595 ddum 4o g gy 00 o5 bdms JyuS el 4 Virtualbox
&S o plo |y (Loaded 1 machine/s) jlxe cpile (6))55,b

A alpod Liss A



Y

c3phalexin@outlaw; ~/Downloads cuckoo
c3phalex1n@0utlaw:~/Downloads/cuckoos ./cuckoo.py

Cuckoo Sandbox 1.1
www .. cuckoosandbox. org
Copyright (c) 2010-2014

Checking for updates...
You have the latest version available.

2014-06-19 84:16:53,102 [lib.cuckoo.core.scheduler] INFO: Using "virtualbox" machine manager
2014-06-19 04:16:55,710 [1ib.cuckoo.core.scheduler] INFO: Loaded 1 machine/s
2014-06-19 04:16:55,711 [lib.cuckoo.core.scheduler] INFO: Waiting for analysis tasks...

5555 b IEL Y g
LS ]).9).:Jol.u)‘d)l?t.oWbbw‘ya&u‘?‘u&ybfﬁww&g‘ﬂ cF}w‘DlS)Q
F S (b oS o o568 daurn 0 | mady )18 Lo 550 malss 0 a5y olal3alas L

S ySasl 1l 86 0 bl e gl e Jl ol b iS5 lage Joleailobs o 1) o] oo
ool 0 031> Liales pj 0 ol 5l edlazel g0 a8 S exliwl SUDMIT.PY

Lab07- of ol &5 sl ok ealitad esle Sl o Sl Cad pl 5 0 55
)‘J.; obu.'l.w‘ JJ‘}A 6&)‘}\.«\4 Ji..:b 9 )\Jﬁ\.«b ‘JJ\ bj.k..“b )_}.E.'w 4.* g:,.w\ 03.exe

S 6 http://aiooo.ir/
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c3phalexin@Outlaw: ~fDownloadsfcuckoo futils

c3phalex1n@0utlaw:~/Downloads/cuckoo$ cd utils/

c3phalex1n@Outlaw:~/Downloads/cuckoo/utilss 1s

api.py clean.sh community.py db migration process.py stats.py submit.py web.py
c3phalex1n@utlaw:~/Downloads/cuckoofutils$ ./submit.py ~/Downloads/malware/BinaryCollection/sample/Labf7-6

c3phalex1n@utlaw:~/Downloads/cuckoo/utilss ]

Sibre oblo y3 5158l (6 )I58,L V0 g
salie |, SUCCESS ply 35,5 )0 Do Jiiie loge Joloailols &y Cuibge b 5l aShl 51 e

@ A8 o by JWl lage Joledilobo laro a4y 55810 aSo! 5l dm el S5 BB puioren )8 ualgs
295,380 Juloos (sla (0138 adlllae jolate 4 awlids ol 51 Ailgs oo 45 5,8 oo Bl Awlil S

gl Jos 4y odlil 55 Loy

Cypo b 55 ibhmr 0gb Jitte clage Joloalebs 4 Cabso b 33 aShl ) (Jio s 4
] lage Joleilob bamea 53 |y Lot it 1330y Jloss 5 455 o (5100, 1y (sjlme cpublo 8355
cuckoo.py , wilg o |y 6565 lawes 3ol Julow alasd & alasd does sl S5 LLS 0S8 o

S8 odalie

c3phalexin@outlaw: ~/Downloads/cuckoo

Cuckoo Sandbox 1.1
I www . cuckoosandbox. org
' Copyright (c) 2010-2014

Checking for updates...
You have the latest version available.

2014-06-19 04:19:49,956 [lib.cuckoo.core.scheduler] INFO: Using "virtualbox" machine manager

2014-06-19 ¢ ,417 [lib.cuckoo.core.scheduler] INFO: Loaded 1 machine/s

2014-06-19 04: 2,317 [lib.cuckoo.core.scheduler] INFO: Waiting for amalysis tasks...

2014-06-19 04:21: 6,324 [lib.cuckoo.core.scheduler] INFO: Starting analysis of FILE "/home/c3phalex1n/Down
loads/malware/BinaryCollection/sample/Lab@7-03.exe" (task=2)

2014-06-19 04:21:46,564 [1ib.cuckoo.core.scheduler] INFO: Task #2: acquired machine cuckool (label=cuckool

)

2014-06-19 04:21:46,572 [modules.auxiliary.sniffer] INFO: Started sniffer with PID 23125 (interface=vboxne
t0, host=192.168.56.101, dump path=/home/c3phalexin/Downloads/cuckoo/storage/analyses/2/dump.pcap)
2014-06-19 ©4:21:50,861 [1ib.cuckoo.core.guest] INFO: Starting analysis on guest (id=cuckool, ip=192.168.5
6.101)

2014-06-19 04:22:04,653 [lib.cuckoo.core.guest] INFO: cuckool: analysis completed successfully

2014-06-19 04:22:09,823 [Llib.cuckoo.core.scheduler] INFO: Task #2: reports generation completed (path=/hom

e/c3phalex1n/Downloads/cuckoo/storage/analyses/2)
2014-06-19 04:22:09,985 [lib.cuckoo.core.scheduler] INFO:

5555 btunr bags bl Lo ST Y g
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B Pl oL Esoge ol 8568 (b o pladl 4y 568" g 138l il ] 84Sl e
buwg o Julod g 4350 ¥ awlid b (6)3800 a5 058 o oanlie Vb pgai o Jlie lgis 4 a2 o0
Cowl ol plodl &y 5568

—

(S 35 Ao

*

213 55 133l oo g 4 jo (ol uad dgite )13l Julod g 4o Vlie s I Cannd (ol 5
b g Ll 5l o alim amsy J13 oy 3590 5l ) o1 518, B 4 Lol l5élay cusls
D9 039l Lo 4 b g aili],y a8 0sS s

1y 8l wias e ojlel Ls 4 VirtualBox L VMware Workstation l3le 5 asliseigs
Sl (il plasl @y I ey ailgs ol el jleslatal b g a8 12l JpuS™ LB g el laoe So

A3,5 5L 35 Wl s adel b 4 1, bebu

S e glacs il Sl e )3 lo 4 & ibgol 1) o568 (b (5000)Sy 9 s 0950 bl o
3, 8es 0900 jl )15 Wil g J0g5 g 4 e sla bl o b b ol S e SLLS
4 Ol ) b Ko aobl 3 B aasy )l i3l Llos g958 sl (2 leMbl S5 gyl
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