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Product Name eScan 
Corporate 

Editon 
Version 

14.0.1400.17
89 

Kaspersky 
Total security 
for business 
Version 10 

TrendMicro 
OfficeScan-
Endpoint 

Protection 
Version:11.0 

ESET 
Endpoint 

Security for 
windows 
Version 

6.5.2094.0 

McAfee 
Endpoint 
Security 

Version 10 

Malwarebytes 
Endpoint 
Security 

Version 1.80 

Manufacturer/Developer Microworld Kaspersky TrendMicro ESET McAfee Malwarebytes 

AV Test Certified √ √ √ √ √ √ 

Real-Time AV Scanning √ √ √ √ √ √ 

MWL Technology √ X X X X X 

Advanced Proactive Detection √ √ √ √ √ √ 

Spyware, Keylogger, Rootkit 
Blocker 

√ √ √ √ √ √ 

Two Way Firewall √ √ √ √ √ √ 

Anti-Phishing √ √ √ √ √ √ 

Cloud Security Network √ √ √ √ √ √ 

One Time Password √ X X X √ X 

Laptop Battery Power Mode for 
Schedule Scan 

√ √ √ √ √ X 

Advanced Self-Protection Feature √ √ √ √ √ √ 

Real-Time eMail Scan √ √ √ √ √ √ 

SNMP Trap Management √ √ √ √ √ 

NAC and NAP Support √ √ √ √ √ √



 

 

SYSLOG Event Management   √ √ √ √ √ 

Centralized Reporting Feature √ √ √ √ √ √ 

Client  

On-Demand Scan √ √ √ √ √ √ 

Anti-Spam (NILP, RBL,SURBL) √ √ √ √ √ √ 

Malware URL Filter √ √ √ √ √ √ 

Rescue Mode √ X X X X X 

USB Vaccination √ X X X X X 

Sample Upload √ X X √ X X 

Web Control √ √ √ √ √ √ 

Device Control √ √ √ √ √ X 

USB Blocking with Password 
Management 

√ √ (No Password 
Management) 

√ (No Password 
Management) 

√(No 
Password 

Management) 

√ (No 
Password 

Management) 

X 

Blocking of AutoPlay of USB 
Devices 

√ √ √ X X X 

Recording of Files Copied to USB √ X √ X √ X 

Blocking of CD/DVD √ √ √ √ √ X 

Disabling of Web Cam √ √ √ √ √ X 

Disabling of SD Cards √ √ X √ X X 

Read-Only USB √ X √ √ √ X 

USB Whitelisting √ √ √ X √ X 

Bluetooth Control √ √ √ √ √ X 



 

 

Wi-Fi Control √ X X X √ X 

Secure Delete √ X X X X X 

Application Control √ √ √ X √ X 

History/ Reports √ √ √ √ √ √ 

Web Based Help √ √ √ √ √ √ 

Network Monitoring Tool √ √ X √ X X 

Auto-Download/ Update Software 
Version 

√ √ √ √ √ √ 

Remote Support Application √ X X X X X 

Silent mode √ √ √ √ X X 

User Defined File and Folder 
Protection 

√ X X X √ X 

Automatic Patching of Windows ® 
Operating System Vulnerabilities 

√ √ X √(Notification
s) 

X X 

Automated Uninstallation of 
Known Antivirus Software 

√ √ √ √ √ X 

Client Live Updater √ √ X X X X 

Management Console  

Computer Discovery √ √ √ √ √ √ 

Remote Installation of Clients √ √ √ √ √ √ 

ADS Integration & synchronization √ √ √ √ √ √ 

Auto-Grouping  √ X √ √ X √ 

Update Agent √ √ √ √ √ √ 



 

 

 

Role Based Privilege √ √ √ √ X √ 

Template based policy √ √ √ √ √ √ 

Remote Installation of Third Party 
Software 

√ √ √ √ √ X 

Asset Management √ √ X X X X 

Email Based Event Alerts √ √ √ √ √ √ 

Proxy Setting Protection √ X X X X X 

IP Protection √ X X X X X 

Session Activity Report √ √ √ X X X 

Outbreak Prevention and 
Restoration 

√ √ √ X X X 

Event Caching for Offline 
Endpoints 

√ √ √ √ X √ 

Auto Backup/ Restore of System 
Files 

√ √ √ √ X X 

Personalized Dashboard √ √ √ √ √ √ 

Top Ten Summary Reports √ X √ √ √ √ 

Print Management √ X X X X √ 

Import and Export Security 
Settings 

√ √ √ √ X √ 


